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Abstract of the contribution:  This contribution describes a proposal for Authentication and Key Agreement procedure between the UE and the NextGen core network via for non-3GPP access.
1
Introduction

The contribution replaces 5.2.4.10 section in TR 33.889, with the following key changes:

1) It updates the flow diagram and corresponding text to show clearly that EAP protocol is exchanged between UE and AUSF to authentication the UE to the Next Core network, without impacting on IETF standard EAP framework or IETF defined methods.  And it also updates the terminologies according to TR 33.889.

2) It resolves the following Editor’s Notes in section 5.2.4.10.2.
Editor’s Note: It is FFS whether there is any impact on IETF EAP RCSs or EAP-AKA’ RFC
The solution complies with standard IETF EAP framework and hence there is no impact on existing IETF EAP or EAP-AKA’ RFCs. 
Editor’s Note: It is FFS whether this solution can support authentication methods other than EAP-AKA’

The solution complies with IETF standard EAP framework. Any appropriate IETF EAP method can be supported. 

3) It does not assume whether IPsec Tunnel or Transport mode is used between UE and N3IWF, as it has not been decided in SA2.

    4) It adds evaluation notes.
2
Proposed Solution
***************Start of Changes****************

5.2.4. Z
Authentication and Key Agreement procedure for untrusted non-3GPP Access

The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture are specified in the TR 23.799. 
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5.2.4. Z.1
Solution Overview 

As shown in Figure 5.2.4.z.1.1, upon successful IP connection of a UE to a non-3GPP access followed by N3IWF discovery, the N3IWF starts the IKEv2/EAP exchange to authenticate UE to AUSF and establish an IPsec SA between the UE and N3IWF.  
After successful UE authentication and IPsec SA establishment, the UE and AMF exchange NAS messages via IPsec between UE and N3IWF, and over N1 interface between N3IWF and AMF.  
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Figure 5.2.4.z.1.1: High-level Control Plane Procedure for Untrusted non-3GPP Access

Figure 5.2.4.z.1.2 depicts the protocol stack for Untrusted non-3GPP access.
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Figure 5.2.4.z.1.2: Control Plane Protocol Stack for untrusted non-3GPP Access
Editor’s Note:  UE and non-3GPP connectivity and N3WIF discovery are outside the scope of this solution. 

5.2.4. Z.2
Attach and UE Authentication Procedure via Untrusted non-3GPP Access

This section describes the Attach and UE Authentication procedure with flow between the UE and AMFfor Untrusted non-3GPP access, as depicted in Figure 5.2.4.z.1.4.

[image: image4.emf]UE

N3IWF AMF

Un-Trusted  WLAN Access 

Network

AUSF

2b. IKE_AUTH Request [User ID]

3.b [N2] Initial UE Message 

(Registration 

Request[Registration 

Type, EAP-RES/Identity])

5d. IPsec SA established between UE and N3IW

1. WLAN Authentication; 

IP address assignment; 

N3IWF discovery

2a. IKE_SA_INIT

4a. [DL NAS Transport] 

Auth Request (EAP-

Request [EAP Payload]) )

4d. IKE_AUTH Request (EAP-RSP[ EAP Payload])

4e. [UL NAS Transport] 

Auth Response [EAP 

Payload])

5b. 

[DL NAS Transport] 

(EAP-Success, Security-

Context)

EAP Authenticator

4a. Network determines

 EAP method

EAP Server

3a. AMF Selection

3c. AUSF Selection

6a. [NAS over IPsec] SMC Request

6c. [NAS over IPsec] SMC Complete

7b. [NAS over IPsec] Registration Accept

8c. [NAS over IPsec] Registration Complete

Mutual EAP based Authentication


Figure 5.2.4.z.1.4: UE Authentication via Untrusted WLAN 

1.
The UE discovers and associates with the WLAN. Any non-3GPP authentication method can be used, e.g. no authentication (in the case of a free WLAN), EAP with a pre-shared key, username/password, etc. When the UE decides to connect to NextGen core, the UE discovers the IP address of N3IWF by executing the existing procedure for ePDG discovery and proceeds with the establishment of an IPsec SA as discussed below.
2.
The normal IKEv2 signaling initiates as per RFC7296 (IKEv2) and RFC5998 (EAP-only authentication in IKEv2). The N3IWF behaves as EAP authenticator and retrieves the identity of the UE (step 2d). 

3a-b. N3IWF shall construct a Registration Request (EAP-RES-identity, Registration-type) message on behalf of the UE and sends this message to the AMF over N2 interface. The Registration-identity shall contain the UE identity in NAI format.  The Registration-type shall indicate the type of requested registration (e.g., Initial Registration) that this is a registration request over untrusted non-3GPP access.   

3c-b. Upon receipt of the Registration-Request message, AMF shall select AUSF, according to procedure specified in TR 23.799.  AMF then shall request AUSF to authenticate the UE by sending the EAP-RES-Identity payload to AUSF over AAA interface.

4.  The AUSF (operating as an EAP server) shall select the EAP method to authenticate the UE based on received UE information and optionally information retrieved from UDM.  The AUSF shall send EAP-Authentication Request to the UE.  

      Several EAP authentication request/response messages may take place between the UE and ASUF until EAP-based mutual authentication is completed.  Between AUSF and AMF, EAP authentication request / response messages are encapsulated within NAS authentication request / response messages over N2 interface.  Between UE and N3IWF, EAP authentication request / response messages are encapsulated within IKEv2 messages.

5a.
When the EAP-based mutual authentication procedure is successfully completed, AUSF shall send EAP Success and security-context to AMF over AAA interface.  The security-context shall contain one or more master session keys which are used by AMF to derive NAS security keys and security keys for N3IWF.  

5b.  In turn, the AMF shall send the Security-Context, received from AMF, and optionally Security Mode Command (SMC) request message to N3IWF.  At this point, N3IWF creates a UE context which store UE-specific information such as UE identity, security context, etc.

5c-d. The N3IWF shall send an IKEv2 Authentication-Response (EAP-Success) message to UE which completes establishment of IPsec SA  between the UE and N3IWF.  
Editor’s Note:  it is FFS to use IPsec transport mode or in tunnel mode for carrying NAS messages.  

6. Via the established IPsec SA, the N3IWF shall send SMC request received from AMF in step 6a.  The UE responds with a NAS SMC complete messages, which shall be forwarded to AMF.

7. The AMF shall send a Registration Accept message to N3IWF, which shall be forwarded to UE via the established IPsec SA.  Finally, the UE shall respond with Registration Complete message which shall be forwarded by N3IWF to AMF.

5.2.4. Z.3
Evaluation

1) The Solution does not impact  NextGen N1 or N2 interfaces

2) The solution supports unified EAP authentication framework for 3GPP and non-3GPP access.
The Solution uses a standard EAP framework and hence any IETF defined EAP method selected by SA3 can be used.  

***************End of Changes****************
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4a. [DL NAS Transport] Auth Request (EAP-Request [EAP Payload]) )


4c. IKE_AUTH Response (EAP-REQ[EAP Payload])


4d. IKE_AUTH Request (EAP-RSP[ EAP Payload])


3.b [N2] Initial UE Message (Registration Request[Registration Type, EAP-RES/Identity])



2b. IKE_AUTH Request [User ID]
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